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Business CyberSecurity Solutions Shared Responsibility Model
What is the Business CyberSecurity Solutions Shared Responsibility Model for

Services?

As your Managed Security Provider, we have a responsibility to ensure the service we provide you are up
and running on our servers. Technicians are available via email
support@businesscybersecuritysolutions.com. Our typical hours are 8am - 6pm Central time Monday-
Friday, however 24x7x365 after-hours options are available.

As the customer, it is your responsibility to make sure your devices, internet connection, security, and
software are configured and working properly so that they can communicate with our servers. Unless of
course, you have contracted us for that!

In general, if there is a self-service option available for your service, your responsibility extends to using it
and we are happy to provide instructions or guidance. However, if you need additional assistance, you
may contact us to discuss your options for contracting our support services.

In situations where the root cause of an issue is uncertain, Business CyberSecurity Solutions will
collaborate with you to identify whether the problem lies within our scope or yours. This troubleshooting
will initially be done at no charge. If the problem is determined to be on your side, you can either contract
us to assist further, or you may choose to have someone else assist you.

Application Guardian

(2ur Responsibility Client Responsibility
Account Changes Agent

Mobile agent Deploy/Change/Remove
deployment Configure JIT (just in time
Provisioning Tenant admin)

User Management Configure Reporting
Whitelisting Application Configure Rules
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Awareness Guardian

Our Responsibility Client Responsibility
Account Changes Assign Compliance
End user support Template

Configure alerting
Configure client (report a
phish)

Configure Reporting
Create Training Programs
Custom Training Videos
Phishing simulation
Security newsletter

Whitelist Security
Awareness Training

DNS Guardian

Our Responsibility Client Responsibility

User provisioning Active Directory and DNS
integration
Agent
Add/Change/Remove
Client Rollout of Mac OTG
Agent
Client Rollout of Windows
OTG Agent

DNS Exceptions (AD on
Prem)

Filter configuration
User Policies
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Email Guardian

gur Responsibility Client Responsibility

Account Changes Azure AD Sync

L3 Incident Response Client Access specific

Support and remediation configuration

Provisioning Tenant Configure alerting

User provisioning Configure Reporting
Configure Whitelisting
DMARC/SPF Records

Domain Reports
Email Flow issues
Enterprise APl Integration

Inbound Filter
configuration

Incident Response and
remediation

M365 API rollout of
outlook plugin

M365 Connector
Configuration

MX Configuration

Outbound Filter
configuration

Service restoration
Spear Phishing report
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Account Changes
Configuration of alerts
Configuration of Reports
Configuring M365
Deploy Outlook plugin
Encryption triggers

End user documentation
End user support

Email Guardian Advanced

(2ur Responsibility Client Responsibility
Account Changes Agent

L3 Incident Response Add/Change/Remove
Support and remediation Azure AD Sync
Provisioning Tenant Client Access specific
User provisioning configuration

Configure alerting

Configure Impersonation
protection

Configure Reporting
DMARC/SPF Records
Domain Reports

Email Flow issues
Enterprise API Integration

Inbound Filter
configuration

Incident Response and
remediation

M365 Connector
Configuration

Spear Phishing report
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Email Guardian SMB

Our Responsibility Client Responsibility
Account Changes Configuration of alerts
Provisioning Tenant Configuration of Reports

End user support
Exempt list

Global configuration
M365 integration
Quarantine Management

Endpoint Guardian (MEDR)

9ur Responsibility Client Responsibility
Access to Learning Agent
Management System Add/Change/Remove
Account Changes Client policy management
Grant Sentinel ONE Configuration of alerts
access Configuration of Reports
MSP Support Device Remediation
Provisioning Tenant End user device support
End user support
Exempt list

Global configuration
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Endpoint Guardian AV

Our Responsibility Client Responsibility
Account Changes Agent
Provisioning Tenant Deploy/Change/Remove

Configuration of alerts
Configuration of Reports
Device Remediation

End user device support
End user support
Exempt list

Global configuration

Endpoint Guardian SMB

Our Responsibility Client Responsibility
Account Changes Agent
Provisioning Tenant Add/Change/Remove

Configuration of alerts
Configuration of Reports

Data Governance
configuration

Device Remediation
End user device support
End user support
Global configuration
Security Policy
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FAAS - Meraki

Our Responsibility Client Responsibility

Access Control
Configure DHCP

Configure Monitoring
and Reporting

Content Filtering and
Threat Protection

Device Deployment
Device Licensing
Firewall and Traffic
Shaping

Provisioning licensing

FAAS - Sonicwall

Our Responsibility Client Responsibility

Bandwidth Management

Configure Alerts and
notifications

Content Filtering and
Threat Protection

Device Deployment
Device Licensing
Device Registration
DHCP Server
Provisioning licensing
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ldentity Guardian

Our Responsibility Client Responsibility

Account Changes Configure alerting

User Management Configure Reporting
Deploy Agent

End user device support
End user support
SSO Configuration

Lan Guardian

9ur Responsibility Client Responsibility
Account Changes Configure automated
Configure primary user scans and reports
account Configure subsequent
Configure Reporting user accounts
Provisioning Tenant Deploy Remote Collector

End user device support
End user support
Register cloud app
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Password Guardian

9ur Responsibility Client Responsibility
Account Changes Browser configuration &
Configure alerting Installation

Configure Reporting End user device support
Configure roles what can End user support

be performed in Importing previous
managed company passwords

Create teams for access
to shared folders

Provisioning Tenant
User Management

PCS MobilelT

Our Responsibility Client Responsibility
Account Changes Configure alerting
Master tenant Configure Reporting
provisioning End user device support

End user support

Policy Management and
creation
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Pll Guardian

E)ur Responsibility Client Responsibility
Account Changes Add/Change/Remove Nas
Provisioning Tenant Agent
Agent
Add/Change/Remove
Configure Alerts

Configure encryption
End user device support
End user support
Remediation

Scan Report

Sensitive Data
configuration

Privilege Guardian

9ur Responsibility Client Responsibility
Account Changes Configure alerting
Partner Portal Configure Reporting
Provisioning Tenant End user support

Policy Management and

creation

SSO Configuration
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SOC Guardian

Our Responsibility Client Responsibility
Access to Portal Base Level Security Policy
Account Changes Configuration of alerts
Provisioning Tenant Configuration of Reports

Configure Integrations

Configure syslog
redirections

EDR Add/Change/Remove
End user device support

End user remediation of
alerts

Excemption List

Incident Response
plan/creation

Log Sources
add/changes/removals

Network Appliance
Add/Change/Remove

XDR agent
add/changes/removals to
servers
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SWAAS

Our Responsibility Client Responsibility

Configure Monitoring Device Deployment
and Reporting

Device Licensing
Port Configuration
Provisioning

Vlan Configuration
VOIP QOS

Vulnerability Guardian

9ur Responsibility Client Responsibility
Configure Nessus Deploy NUC

Configure NUC Deploy Virtual Machine
Configure Policy Provide Whitelisting
Configure Reporting information

Create Nuc for Deployed

Sensor

Create Virtual Machine

for sensor

Perform Scans
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WAAS

Our Responsibility Client Responsibility
Bridging Device Deployment
Configure Wifi Radios

Create SplashPage

Device Licensing
Hardware Procurement
Hardware Replacement
Monitoring and

Reporting
Provisioning
Tagging and creating
vlans

ZTN Guardian
Our Responsibility Client Responsibility
Add first admin user Add subsequent users
Configure Settings Agent Deployment
Create Clients Configure alerting
Provisioning Tenant Configure Reports

Dashboard

Deploy appliance

End user and device
support

Policy Management and
creation
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