CYBER SECURITY v

Shared Responsibility Model for MSP’s

BCSS has a wide variety of products available for MSPs to purchase wholesale. Connect with your Channel
manager for an up-to-date version.

For month-to-month products, you will be billed based on your consumption, as defined by the underlying
vendor rules. It’s simple, if BCSS is billed, you will be billed too. For products with a 1 year or greater

agreement, we will provide a proposal specifically for that service for you to execute.

SETUP AND DEPLOYMENT TERMS:

e Provisioning - configuration in the cloud

e VIP Setup - configuration with the end user on their devices

e Pricing - You may bill your customer for anything you want for your services, and our price list above
defines the suggested amount.

MSP PROVISIONING AND CONFIGURATION: In all cases, we will have to do the initial PROVISIONING of the
tenant to set up your MSP. There may be a charge for this, depending on the product and the amount of work
involved, and that will be disclosed beforehand. PCS will leverage the vendor to work directly with the MSP to
assist with deployment of the tenant in all efforts to minimize costs. If PCS is required for the deployment of
the tenant there will be a charge for that service.

CLIENT PROVISIONING OF TENANT: Whenever possible, we will set you up to PROVISION your own clients*.
Not all solutions allow this, in which case we will ask you to complete a simple form to provide us with the key
information and we will do it for you. This is located at MSP Client ADD Form.

CLIENT TENANT CONFIGURATION: When possible, we will set you up to configure your own clients*. Not all
solutions allow this, in which case we will apply our standard baseline. Any modifications can be done via a
ticket to support@businesscybersecuritysolutions.com.

CLIENT DEPLOYMENT: Deployment of any associated agents or devices can always be handled by the MSP,
end client, or BCSS*.

MSP SUPPORT: We expect you to provide an experienced technician who will shadow us during initial
deployments (which is a billable engagement and can be recorded), so you can learn the ropes. Whenever
possible, we provide you with full access to the underlying system tenant so that you can add* and remove
nodes*, define the configurations*, and deploy them to your users* without our intervention. If you have
issues with the proper functioning with the software, open a ticket with the underlying vendor*.

CLIENT SUPPORT: 100% of client support needs to be through the MSP. These are your clients, and they need
to engage you first to resolve any problems they have. If you cannot, please open a ticket with the underlying
vendor*.
Business CyberSecurity Solutions
1608 W Colonial Parkway, Inverness, IL 60067
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* You can always engage us to do these tasks for an additional fee by opening a ticket at
support@businesscybersecuritysolutions.com.

Application Guardian

Our Responsibility MSP Responsibility Vendor Responsibility

Provisioning Tenant Whitelisting Application Client Onboarding

Deploys Master MSP User Management Guide

Client Portal Mobile agent Knowledgebase
deployment

Configure Rules
Configure Reporting

Configure JIT (just in time
admin)

Agent
Deploy/Change/Remove
Account Changes

Awareness Guardian

Our Responsibility MSP Responsibility Vendor Responsibility
Account Changes Whitelist Security End user support
Awareness Training Knowledgebase
User Management MSP Onboarding — first
Security newsletter client
Remove Company Ongoing MSP Support

Phishing simulation
Custom Training Videos
Create Training Programs
Configure Reporting
Configure client (report a
phish)

Configure alerting

Client Onboarding (2nd
client onwards)

Client offboarding
Assign Compliance
Template
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DNS Guardian

Our Responsibility MSP Responsibility Vendor Responsibility
Deploys MSP Client User provisioning Knowledgebase
Portal per client User Policies

Filter configuration

DNS Exceptions (AD on

Prem)

Configure Reporting

Client Rollout of
Windows OTG Agent

Client Rollout of Mac
OTG Agent

Agent
Add/Change/Remove
Active Directory and DNS
integration

Account Changes

Email Guardian

Our Responsibility MSP Responsibility Vendor Responsibility
hd b4
Provisioning Tenant User provisioning Knowledgebase
Deploys Individual Spear Phishing report L3 Incident Response
Client Instance on portal Service restoration Support and
Outbound Filter remediation
configuration
MX Configuration
M365 Connector
Configuration

M365 API rollout of
outlook plugin

Incident Response and
remediation

Inbound Filter
configuration

Enterprise API Integration

Email Flow issues
Domain Reports
DMARC/SPF Records
Configure Whitelisting
Configure Reporting
Configure alerting

Client Access specific
configuration

Azure AD Sync
Account Changes

Business CyberSecurity Solutions
1608 W Colonial Parkway, Inverness, IL 60067
+1 847.430.4900 | http://www.businesscybersecuritysolutions.com/




BUSINESS

CYBER SECURITY
SOLUTIONS

Email Guardian (Encryption)
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Our Responsibility

Account Changes

MSP Responsibility

Vendor Responsibility

End user support

End user documentation

Encryption triggers
Deploy Outlook plugin
Configuring M365

Configuration of Reports

Configuration of alerts

Email Guardian Advanced

Our Responsibility

MSP Responsibility

Vendor Responsibility

Provisioning Tenant

Deploys Individual
Client Instance on portal

User provisioning
Spear Phishing report
M365 Connector
Configuration

Incident Response and
remediation

Inbound Filter
configuration

Enterprise API Integration

Email Flow issues
Domain Reports
DMARC/SPF Records
Configure Reporting

Configure Impersonation
protection

Configure alerting
Client Access specific
configuration

Azure AD Sync
Agent
Add/Change/Remove
Account Changes

Knowledgebase

L3 Incident Response
Support and
remediation

Email Guardian SMB

Our Responsibility

MSP Responsibility

Vendor Responsibility

Quarantine Management
Provisioning Tenant
M365 integration

Global configuration
Exempt list

End user support
Configuration of Reports
Configuration of alerts

Account Changes
Knowledgebase
Learning Management
System

MSP Onboarding
MSP Support
Partner Portal
Provisioning Tenant
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Endpoint Guardian (MEDR)

Our Responsibility MSP Responsibility Vendor Responsibility
Account Changes MSP Onboarding Access control to
Access to Portal Exempt list customer tenant

End user support Access to Learning

Management System

End user device support
Global configuration

Device Remediation

Configuration of Reports Grant SentinelONE
< . access

Configuration of alerts

T T MSP Support
Client policy i
management Provisioning Tenant
Agent
Add/Change/Remove

Endpoint Guardian SMB

gur Responsibility MSP Responsibility Vendor Responsibility
VIP Setup per computer Account Changes
Security Policy Knowledgebase
Global configuration Learning Management
End user support System
End user device support MSP Onboarding
Device Remediation MSP Support
Deploys customer Partner Portal
tenants Provisioning Tenant
Data Governance
configuration

Configuration of Reports
Configuration of alerts
Agent
Add/Change/Remove

FAAS - Meraki

Our Responsibility MSP Responsibility Vendor Responsibility
wr b, &
Provisioning licensing VPN Configuration
Device Licensing VIP Setup Service
Firewall and Traffic
Shaping

Device Deployment

Content Filtering and
Threat Protection

Configure Monitoring
and Reporting

Configure DHCP
Access Control
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FAAS - Sonicwall

MSP Responsibility
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Our Responsibility Vendor Responsibility

Provisioning licensing VPN Configuration
Device Licensing VIP Setup Service
DHCP Server

Device Registration
Device Deployment

Content Filtering and
Threat Protection

Configure Alerts and
notifications

Bandwidth Management

|dentity Guardian

Our Responsibility
v

MSP Responsibility

Vendor Responsibility

Provisioning Tenant
Account Changes

Our Responsibility

VIP Setup Per user

SSO Configuration

End user support

End user device support
Deploy Agent
Configure Reporting
Configure alerting

Lan Guardian

MSP Responsibility

MSP Support with
escalations

Provisioning Tenant
User Management

Vendor Responsibility

Provisioning Tenant

Provision MSP Client
tenants

Configure primary user
account

Account Changes

VIP User Setup

VIP Training

Register cloud app

End user support

End user device support
Deploy Remote Collector

Configure subsequent
user accounts

Configure Reporting

Configure automated
scans and reports

Knowledgebase
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Password Guardian

Our Responsibility MSP Responsibility Vendor Responsibility

Provisioning Tenant
Account Changes

Our Responsibility

User Management
Offboard Clients
Importing previous
passwords

End user support

End user device support
Deploys customer
tenants

Create teams for access
to shared folders

Configure roles what can

be performed in
managed company

Configure Reporting
Configure alerting

Browser configuration &

Installation

PCS MobilelT

MSP Responsibility

Knowledgebase
MSP Support

Vendor Responsibility

Master tenant
provisioning
Account Changes

Our Responsibility

Provisioning Tenant
Policy Management and
creation

End user support

End user device support
Configure Reporting
Configure alerting

PIl Guardian

MSP Responsibility

Knowledgebase

Learning Management
System

MSP Onboarding
MSP Support
Partner Portal

Vendor Responsibility

Provisioning Tenant

VIP Installation of
desktop application

Sensitive Data
configuration

Scan Report
Remediation

End user support

End user device support
Configure encryption
Configure Alerts

Agent
Add/Change/Remove

Add/Change/Remove
Nas Agent
Account Changes

Knowledgebase
MSP Support
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Privilege Guardian

Our Responsibility MSP Responsibility Vendor Responsibility
Provisioning Tenant SSO Configuration Partner Portal

MSP Support with Policy Management and

escalations creation

Account Changes End user support

Configure Reporting
Configure alerting

SOC Guardian

gur Responsibility QASP Responsibility Vendor Responsibility
Provisioning Tenant XDR agent Base Level Security
Account Changes add/changes/removals to Policy
Access to Portal SEIVers Knowledgebase
Network Appliance
Add/Change/Remove

Log Sources
add/changes/removals

Incident Response
plan/creation
Excemption List

End user remediation of
alerts

End user device support

EDR
Add/Change/Remove

Configure syslog
redirections

Configure Integrations
Configuration of Reports
Configuration of alerts

SWAAS

Our Responsibility MSP Responsibility Vendor Responsibility
- w
Provisioning VOIP QOS
Device Licensing Vlan Configuration
Port Configuration

Device Deployment

Configure Monitoring
and Reporting
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Vulnerability Guardian

Our Responsibility

MSP Responsibility Vendor Responsibility

Perform Scans

Create Virtual Machine
for sensor

Create Nuc for
Deployed Sensor

Configure Reporting
Configure Policy
Configure NUC
Configure Nessus

Our Responsibility

Provide Whitelisting
information

Deploy Virtual Machine
Deploy NUC

WAAS

MSP Responsibility Vendor Responsibility

Provisioning

Hardware Replacement
Hardware Procurement
Device Licensing

Our Responsibility

Provisioning Tenant
Create Clients
Configure Settings
Add first admin user

Tagging and creating
vlans

Monitoring and
Reporting

Device Deployment
Create SplashPage
Configure Wifi Radios
Bridging

ZTN Guardian

MSP Responsibility

Vendor Responsibility

Policy Management and
creation

End user and device
support

Deploy appliance
Dashboard

Configure Reports
Configure alerting
Agent Deployment
Add subsequent users

Knowledgebase

Support Levels of the shared responsibility model

1. Level 1 — MSP
2. Level 2 - BCSS
3. Level 3 - Vendor

For more details on your service agreement or to request updates, contact BCSS at
support@businesscybersecuritysolutions.com or consult your dedicated account manager.
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